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As digital health continues to evolve, integrating Artificial Intelligence (Al)
into health solutions presents both immense opportunities and significant
challenges.

To navigate this landscape, it's crucial for innovators to understand and adhere
to key legal and policy principles that ensure their Al-powered solutions are not
only effective but also ethical and compliant with existing regulations.

This resource outlines eight fundamental principles that should guide the
design and deployment of Al in digital health. For each principle, a critical
question is provided to help companies self-assess their adherence to these
important standards.

@ security

Principle: Ensure that all data inputs, storage, and processing within
Al tools are secure against unauthorized access, interceptions, and
breaches.

Question: Have we implemented comprehensive security measures
to protect data at every stage and ensured that the Al was trained on
truly de-identified data to minimize the risk of patient privacy
compromises?

© Human Oversight

Principle: Maintain human oversight on Al tools, especially those
making clinical decisions, to reduce the risk of errors that could lead
to patient safety risks.

Question: Do we have a protocol for human oversight in the use of
Al tools for clinical decisions to ensure safety and accountability?
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Principle: Clearly define responsibility for the outcomes of Al
tool recommendations, especially in cases where they may be
incorrect.

Question: Who is designated as responsible for the Al tool's
decisions, and how is accountability ensured in our operational
framework?

@ Reliability/Accuracy

Principle: Guarantee the reliability and accuracy of Al tools by
ensuring transparency about their development and training
processes.

Question: Can we confidently explain how our Al tool was developed
and trained, ensuring stakeholders can trust its reliability and
accuracy?

© ratient safety

Principle: Prioritize patient safety by ensuring Al recommendations
do not mislead patients or healthcare providers into inappropriate
treatments.

Question: How do we verify that the Al tool's recommendations are
clinically valid and safe, preventing harm to patients?

' Effectiveness

Principle: Confirm that the Al tool performs as claimed, preventing
consumers from being misled about its capabilities and benefits.
Question: Have we rigorously tested the Al tool to ensure it delivers
on the promises made to users, aligning with our representations of
its functionality?
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about the use of Al tools in their care, and ensure the Al's
methodology is robust and explainable.

Question: How do we inform patients, providers and other
other healthcare decision makers about the Al tools being
used and ensure the methodologies behind these tools are
transparent and understandable?

. Fairness and Bias

Principle: Train Al tools on diverse datasets to minimize
biases and ensure equitable outcomes across different
patient demographics.

Question: Have we assessed and addressed potential biases
in our Al tool by ensuring it was trained on a diverse set of
data to guarantee fair and unbiased outcomes?

These principles and guiding questions offer
a roadmap for digital health companies
seeking to innovate responsibly with Al.

Adherence to these principles not only mitigates legal and ethical risks
but also fosters trust among users, paving the way for successful and
sustainable digital health solutions.

Find out how Nixon Gwilt Law can help you design and deploy Al-
powered solutions with compliance in mind.

Click Here to Book a Call
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